Protecting Digital Infrastructure: Securing Talent in Cybersecurity
There is an unprecedented demand for cybersecurity professionals across all industries. Frequent threats to digital
infrastructure highlight a critical need for proactive strategies to protect that infrastructure. Between October 2019
and September 2020, there were more than 520,000 cybersecurity job openings in the United States. 1 Many of
these jobs remain unfilled as employers struggle to find workers with the skills they need to address today’s
cybersecurity challenges.
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Application development security and cloud security are projected to be the fastest-growing skill areas in
cybersecurity and are integral components of a job related to building a secure digital infrastructure. The most
common occupations that integrate these skills include Software Developer, Cybersecurity Engineer, Systems
Engineers, and Cloud Architect.
Risk management and threat intelligence skills are also critical to securing digital infrastructure, and are projected
to grow by 60% and 41% over the next five years respectively. These skills are important for roles such as
Cybersecurity Analyst, Security Intelligence Analyst, and Vulnerability Analyst. 3 These occupations often do not
require advanced college degrees or extensive experience, which makes registered apprenticeships a great solution
to train workers in these skills.
Roles that employ incident response, data privacy and security, compliance and controls, access management,
health information security, and security strategy and governence skills include Cybersecurity Analyst, Vulnerability
Analyst, Cybersecurity Consultant, Cybersecurity Manager, and Medical Records Technician.
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Youth Registered Apprenticeship Can Fill the Skills Gap
Registered apprenticeship connects the learning needs of workers to the business needs of employers. Registered
apprenticeship integrates on-the-job training and classroom learning to provide apprentices with a stable, wellpaying job with opportunities to grow and receive mentorship. Concurrently, employers develop a robust talent
pipeline while also filling roles in their workforce. Registered apprenticeship is an ideal solution for entry-level
occupations such as Cybersecurity Analyst, Security Intelligence Analyst, and Vulnerability Analyst.

Registered Apprenticeships Programs Yield a Significant Return on Investment
Employers that sponsor registered apprenticeships can realize significant returns on their investment.
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Workers are highly skilled
in their unique roles from
the registered
apprenticeship program.

Nine months after program
completion, 91% of
apprentices retained
employment.

Attrition rates are lower for
apprentices compared to
employees recruited
through other channels.

Ways to Get Started
The Cybersecurity Youth Apprenticeship Initiative (CYAI) is funded by the U.S. Department of Labor’s (DOL)
Employment and Training Administration (ETA) Office of Apprenticeship (OA). CYAI promotes sustainable
development of cybersecurity apprenticeship programs for youth aged 16–21. The goal of the initiative is to create
at least 900 new cybersecurity apprenticeships for youth by 2024.
INCENTIVE FUNDS
CYAI can provide incentive funds to support your
apprentices. There are no restrictions on how to
use the funds to improve your program and
results.

PRODUCTS
CYAI can develop occupational profiles that
detail the knowledge, skills, abilities, and
competencies required for entry-level through
advanced cybersecurity employment.

CONVENINGS
CYAI can co-sponsor Workforce Solutions
Meetings and convene employers and other
stakeholders to identify workforce challenges,
workforce needs, skill needs, and training needs.

EVENTS
CYAI can sponsor or co-sponsor cybersecurity
showcases that bring together teams of
technicians, students, mentors, learners, and
information technology professionals.
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